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Mpukas ®CTIK Poccun ot 18.02.2013 N 21

(pea. ot 23.03.2017) [JokymeHT npeaocTtasneH KoHncynbraHntaroc
"06 ytBepxaeHun CocTaBa ¥ coaepXaHusi OpraHn3auUMOHHbIX U Jata coxpaHerms: 19.04.2019
TEXHM...

3apeructpupoaHo B MuHtocte Poccum 14 mast 2013 r. N 28375

®EAEPAINBHAA CNYXXBA MO TEXHUYECKOMY U 3KCIMOPTHOMY KOHTPOIIO

NMPUKA3
ot 18 cheBpansa 2013 r. N 21

OB YTBEPXXOEHUN COCTABA U COOEPXXAHUA
OPIrAHU3ALMOHHbBLIX U TEXHWYECKUX MEP NO OBECNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbLIX OAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAIbHbIX OAHHbIX

Cnncok N3MeHSILLNX JOKYMEHTOB
(B peq. Mpukaza PCTOK Poccum ot 23.03.2017 N 49)

B cootBeTcTBUM C YacTbio 4 cTtatbm 19 PepepanbHoro 3akoHa ot 27 uonsa 2006 r. N 152-d3 "O nepcoHanbHbIX
nanHbIx" (CobpaHune 3akoHogaTenscTBa Poccuickon ®enepauun, 2006, N 31, c1. 3451; 2009, N 48, cT. 5716; N 52, cT.
6439; 2010, N 27, c1. 3407; N 31, ct. 4173, c1. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, cT. 4701) 1
Monoxexnvem o ®PegepanbHon cnyxbe MO TEXHWYECKOMY W SKCMIOPTHOMY KOHTPOSIO, YTBEPXKOEHHLIM YKa3om
MpesngeHTa Poccuiickon depepaumm ot 16 aBrycta 2004 r. N 1085 (CobpaHune 3akoHogaTenbcTBa Poccunckon
depepaummn, 2004, N 34, c1. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818),
NpuKasbIBato;

1. yTBepﬂ,I/ITb npunaraemblie CocTtaB coaepxaHune opraHn3auuoHHbIX U TEXHUYECKUX Mep Mo obecneyeHnto
©esonacHocTu nepcoHaribHbIX AaHHbIX NpU NX o6pa60TKe B VIH(*)OpMaLI,VIOHHbIX cucrtemMax nepcoHalribHbIX AaHHbIX.

2. MNpwusHaTte yTpatuBwmm cuny npukasz PCTOK Poccum ot 5 despans 2010 r. N 58 "O6 ytBepxageHun
MNMonoxeHns o meTodax M cnocobax 3almTbl MHOPMaUUM B MHAOPMALIMOHHBIX CUCTEMAx MepCoHarbHbIX AaHHbIX"
(3apeructpuposaH MuHioctom Poccun 19 coespang 2010 r., peructpaumoHHsin N 16456).

OuvpexTop

depepanbHoOM crykbbl N0 TEXHNYECKOMY
M 3KCMOPTHOMY KOHTPOISIHO

B.CEJINH

YTBEpPXKOEHDI
npukazom PCTIK Poccum
ot 18 cbeBpana 2013 r. N 21

COCTAB U COOEPXAHUE
OPIrAHU3ALUMOHHbLIX U TEXHWYECKUX MEP MO OBECIMNEYEHUIO

BE3OMNMACHOCTU NEPCOHAJIIbHbBIX AAHHBLIX NMPU X OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJbHbIX OAHHbIX

Cn1CoK N3MEHSIIOLLNX JOKYMEHTOB
(8 pea. MNpukasa PCTIK Poccum ot 23.03.2017 N 49)

|. O6bwue nonoxeHns

1. HacTtosawmin gokymMeHT pa3paboTaH B COOTBETCTBUM € YacTblo 4 ctatbu 19 PepepanbHOro 3akoHa oOT 27 MHONs
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"06 ytBepxaeHun CocTaBa ¥ coaepXaHusi OpraHn3auUMOHHbIX U Jata coxpaHerms: 19.04.2019
TEXHM...

2006 r. N 152-93 "O nepcoHanbHbIx gaHHbIX" (CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®epepauun, 2006, N 31, cT.
3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23,
cT. 3263; N 31, ct. 4701) 1 ycraHaBnMBaeT COCTaB U COOEP)XaHWE OPraHU3aUMOHHBLIX U TEXHUYECKUX Mep Mo
obecneyeHno 6e30MacHOCTM NePCOHarbHbIX AaHHbIX MPU X 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX
OaHHbIX (panee - mepbl No obecneyeHuto 6Ge30MaACHOCTU MNEpPCOHanbHbIX AaHHbIX) AN KaXAOro U3 YpOBHEN
3alUULLEHHOCTM NEePCOHanbHbIX [aHHbIX, YCTAHOBMEHHbIX B TpeboBaHusX K 3aliuTe nepcoHanbHbIX AaHHbIX MpU KX
06paboTke B MHOPMALMOHHBLIX CUCTEMAX MEPCOHanbHbLIX AaHHbIX, YTBEPXAEHHbIX NOCTaHoBNeHueM [MpaBuTenbcTBa
Poccuickon ®epepaumm ot 1 Hos6pa 2012 r. N 1119 (CobpaHune 3akoHogaTtenscTBa Poccunckon degepaumm, 2012, N
45, cT. 6257).

Mepbl no obecneyeHutio GesonacHoOCTU nepcoHarnbHbIX AOaHHbIX MPUHUMAKTCA ANnA 3alUTbl NepCOoHalrlbHbIX
AaHHbIX OT HEMPaBOMEPHOIro Unu CﬂyanIHOFO 0ocCTyna K HUM, YHUYTOXEHUA, UISMEHEHUA, 6J'IOKVIpOBaHVI$-|, KonnpoBaHuA,
npenocTtaBlieHnd, pacnpocTpaHeHunAa nMnepcoHalibHbIX AaHHbIX, a TakKkKe OT WHbIX HenpaBOMEpPHbIX OencTBun B
OTHOLUEHNN nepCoHalbHbIX AaHHbIX.

B HacTosilLemM OOKyMeHTe He paccMmaTpyBaloTCs BONpPochl obecneyvyeHnss 6e30nacHoOCTU NepcoHanbHbIX AaHHbIX,
OTHECEHHbIX B YCTAHOBIIEHHOM MOPSAKE K CBEOEHWsM, COCTaBMNSOWMM ToCydapCTBEHHYI0 TalHy, a Takke Mepbl,
CBsi3aHHbIE C NPMMEHEHNEM WNdPOoBanbHbIX (KpUNTorpadmyecknx) cpeacTs 3anTbl MHopMaLUmi.

2. be3onacHOCTb MNepcoHanbHbIX AaHHbIX Npyu ux obpaboTke B MHAOPMALMOHHON CUCTEME MNepCOHanbHbIX
AaHHbIX (Janee - uHdopMauMoHHas cuctema) obecneumBaeT onepaTop WM NMUO, ocyllecTBrsiowee obpaboTky
nepcoHanbHbIX 4aHHbIX MO NOPYYEHMIO onepaTopa B COOTBETCTBUM C 3akoHogaTenbcTBoM Poccuiickon ®egepauun.

[Ona BbinonHeHna paboT no obecneyeHnto 6e30MacHOCTM MEPCOHanbHbIX OaHHbIX Npy ux o6paboTke B
WH(OPMALIMOHHOM CUCTEME B COOTBETCTBUU C 3akoHOoAaTenbCcTBOM Poccuinckon degepaumm MoOryT npuBnekatbcs Ha
[OroBOpPHON OCHOBE lOpUANYECKOE NUUO WU WHAMBUAYANbHbLIN NpeanpuHMMaTtenb, UMelWue IUUEH3UI0 Ha
OEeSATeNbHOCTb MO TEXHUYECKOW 3alumTe KOHpMaeHUMansHOM nHopmaumn.

3. Mepbl no obecneyeHnto 6e30NacHOCTM MEPCOHanbHbIX AaHHbIX PeanusyloTcsa B pamMKkax CUCTEMbl 3alluTbl
nepcoHanbHbIX AaHHbIX, CO34aBaeMoOn B COOTBETCTBUM C TpeboBaHMAMM K 3alimMTe NEepCOHanbHbIX AaHHbIX NPU UX
06paboTke B MHOPMALMOHHBLIX CUCTEMAX NEPCOHaNbHbLIX AaHHbIX, YTBEPXKOEHHLIMU NOCTaHOBNEHNEM [MpaBnTenbCTBa
Poccuiickon ®egepauum ot 1 Hoabps 2012 r. N 1119, 1 gormkHbl ObITb HanpaBeHbl HA HENTpanM3aunio akTyanbHbIX
yrpo3 6e30nacHOCTM NepcoHarnbHbIX AaHHBbIX.

4. Mepbl no obecneyeHntio 6e30MacHOCTM MepCoHarnbHbIX AaHHbIX peanuayloTcss B TOM 4Yucrlie NoCPencTBOM
NPYMEHEeHNs1 B MHCPOPMaLIMOHHOW CUCTEME CPeACTB 3alMTbl MHOpMaLMK, NPOLIEALLNX B YCTAHOBIIEHHOM MOpsiaKe
npoueaypy OLEHKM COOTBETCTBUS, B CryyasX, Koraa NMpuMEHEHWe Takux CpeacTB HeobXoauMmo Anst HernTpanusaumm
aKTyanbHbIX yrpo3 6e30nacHOCT NEPCOHANbHbIX AaHHbIX.

KoHcynbTaHTlNt0C: npumMmeyaHme.
Hymepauusa nyHKTOB AaHa B COOTBETCTBMM C OpuLManbHbIM TEKCTOM LOKYMEHTA.

6. OueHka 3dPEKTUBHOCTN peann3oBaHHbIX B PaMKax CUCTEMbl 3alMTbl NMEpPCOHarnbHbIX AaHHbIX Mep Mo
obecneyeHno 6e30MacHOCTN NepcoHanbHbIX OaHHbIX NPOBOANUTCHA ONEpPaToOpoOM CaMOCTOSITENTbHO UMM C MPUBNEYEHNEM
Ha [JOrOBOPHOW OCHOBE HOPUAMYECKMX NUL U WHAMBUAOyaNbHbIX NpeanpuHMMaTenen, MMELWNX JIMLEH3UI0 Ha
OCYLLECTBMEHNEe [eATEeNbHOCTU MO TEXHMYECKOM 3awuTe KOoHUAEHUManbHON WHGOpMauuK. YKasaHHasa oueHka
NPOBOAMUTCS HE pexe OOHOro pasa B 3 roga.

7. Mepbl no obecneyeHuto 6e30NMacHOCTM MepPCOHarnbHbIX AaHHbIX NpU MX 0OpaboTke B rocyAapCTBEHHbLIX
MH(OPMALIMOHHBIX CUCTEMAX NMPYHUMAOTCS B COOTBETCTBUM C TpeboBaHMAMM O 3alumTe MHdopMaLun, cogepxallencs
B rOCyOdapCTBEHHbIX MHGOPMALMOHHBIX cucTtemMax, YycTaHaBnmBaembiMu ®OCTOK Poccum B npegenax cBoux
MONMHOMOYMIA B COOTBETCTBUM C YacTbto 5 cratbm 16 PepepanbHoro 3akoHa oT 27 utons 2006 r. N 149-03 "O6
NHopmaumm, MHHOPMALMOHHBIX TEXHOMOrMAX 1 0 3awmuTe nHdopmauun” (CobpaHme 3akoHogaTensctBa Poccuinckom
®epgepaumn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB u cogepxaHue Mep no obecneyeHnto 6esonacHoOCTH
nepcoHanbHbIX AaHHbIX
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8. B coctaB mep no obecneyeHntio 6e30MacHOCTU MePCOHarnbHbIX AaHHbIX, peanu3yembliXx B pamMKax CUCTEMBbI
3alLUMTbl MEPCOHanNbHbBIX AaHHbIX C YY4ETOM akTyasnbHbIX Yrpo3 6e30nacHOCTM NepCcoHarbHbIX AaHHbIX U MPUMEHSEMbIX
MHOPMALIMOHHBIX TEXHONOMIN, BXOAAT:

NaeHTUUKALUNA 1 ayTeHTUdMKaLNA cybbeKToB AoCTyna U 0GbeKTOB A0CTYNa;
ynpaBrieHne JOCTynom cy6bekToB AocTyna kK oGbekTam AoCTyna;
orpaHuyeHne nNporpaMMHoON cpeabi;

3almuTa MalWHHBIX HOCUTENEN MHopMaLnn, Ha KOTOPbIX XpaHATCSa U (Mnv) obpabaTbiBaloTcs NepcoHarnbHbIe
AaHHble (Janee - MalnHHbIE HOCUTENW NEePCOHAarbHbIX OAHHbIX);

permcTpaums cobbiTun 6esonacHocTy;

aHTUBMPYCHas 3aLuTa;

o6HapyXeHue (NpeaoTBpaLLeHNE) BTOPXKEHNI;

KOHTPOIb (aHanu3) 3aluLLEHHOCTM NePCOHarbHbIX AaHHbIX;

obecneyeHne LeNnoCTHOCTU NHPOPMALIMOHHOM CUCTEMBI M MEPCOHANbHbIX AaHHbIX;
obecneyeHne JOCTYNHOCTN NePCOHAanbHbIX OAHHBIX;

3almTa cpeabl BUpTyanusaumu,

3almuTa TEXHUYECKUX CPELCTB;

3awmTa MHPOPMALIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBS3U 1 Nepedaydn AaHHbIX;

BbISIBIIEHNE WHUMOEHTOB (OAHOro COObITMA UNKU rpynnbl COObLITMI), KOTOpble MOryT nNpuBecTn K cbosm unu
HapyLweHWo  (PYHKLUMOHUPOBAHUS WHAOPMAaLMOHHON CUCTEMbI U (MNM) K BO3HUKHOBEHWIO Yrpo3 Ges3onacHoCTU
nepcoHanbHbIX AaHHbIX (fanee - MHUMAEHTBI), U pearnpoBaHne Ha HUX;

ynpasneHue KoHurypaumein MHHOpPMaLnMoHHON CUCTEMbI U CUCTEMBI 3aLLMTbl NEPCOHAsbHbIX AaHHbIX.

CoctaB 1 cogepxaHue Mep Mo obecrnedyeHuio Ges3onacHOCTU MepcoHanbHbIX AaHHbIX, HEOOXOAWUMBIX Ans
obecneyeHnst KaXaoro U3 ypoBHEN 3aLLMLLEHHOCTU NEPCOHANbHbLIX AaHHbIX, MPUBEAEHbI B NMPUMOXEHUN K HACTOSILLEMY
JOKYMEHTY.

8.1. Mepbl no wugeHTMdMKaUMM W ayTeHTUdUKaUMM CyOBLEKTOB [ocTyna M OObEeKToB AoCTyna AOMKHbI
obecneunBaTb NPUCBOEHNE CyObekTam M 0ObekTaMm [OCTyna YHUKanbHOro npusHaka (naeHtudumkatopa), cpaBHEHWE
npeabsaBnseMoro cybbektom (06bEKTOM) AOCTyna uaeHTudmkaTopa ¢ nepeyHem NpUCBOEHHbIX MAEHTUAMKATOPOB, a
Takke MpOBEpPKYy MpuHAANeXHOCTM CcybbekTy (0O0bekTy) [focTyna npeabsBneHHOro UM umaeHTudukatTopa
(noaTeepxaeHne NOANMHHOCTK).

8.2. Mepbl no ynpaBneHuto [OCTynom cybbekToB poctyna kK obObekTam [ocTyna [oSmkHbl obecnevmBatb
yrnpaBneHne npasamun 1 NpuBUNErMsiMM cyGbekToB A0CTyna, pasrpaHnyYeHne goctyna cybbekToB AocTyna Kk obbekTam
[OCTyna Ha OCHOBE COBOKYMHOCTW YCTaHOBMEHHbLIX B MH(OPMALMOHHOW CUCTEME MpaBuN pasrpaHNyYeHuss 4ocTyna, a
Takke obecnevmBaTb KOHTPOSb 3a COOMOAEHMEM STUX NPaBUIT.

8.3. Mepbl No orpaHUYeHnto NPOrpaMmHON cpedbl LOMKHbI obecrnevnBaTb YCTAHOBKY M (MNK) 3amnyck TONbKO
paspeLUEHHOro K WCMOSb30BaHUIO B WH(OPMALMOHHOW cucTeMe nporpaMMHOro obecneyeHuss WUnm UcknouvaTb
BO3MOXHOCTb YCTAHOBKM W (MnM) 3anycka 3anpelieHHOro K MUCMonb30BaHWiO B MHAOPMAaUMOHHON cuUcTeMe
NporpaMmMHoOro obecneyeHus.

8.4. Mepbl MO 3awWTe MAaLUMHHLIX HOCUTENEW MepCcoHarnbHbIX AaHHbIX (cpeactB 06paboTku (XpaHeHwus )
nepcoHanbHbIX OAHHBIX, CbEMHbIX MALUMHHBIX HOCUTENEWN NePCOHarbHbIX OAHHbLIX) OOIMKHBI MCKIHOYaTb BO3MOXHOCTb
HEeCaHKUMOHMPOBAHHOIO AOCTyNa K MalUMHHBIM HOCUTENSM M XPaHSALMMCS Ha HUX MEepPCOHarnbHbIM JAHHbLIM, a Takke
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HeCaHKUMOHMPOBAHHOE NUCMNOJIb30BaHNE CbeMHbIX MallNMHHbIX HocuTenen nepcoHarbHbIX AAaHHbIX.

8.5. Mepbl no perncrpaunn cobbITUI Ge3onacHOCTU OOMKHbI 0becnednBaTb C60p, 3anncb, XxpaHeHne n 3alnTy
VIH(bOpMaU,I/II/I 0 cobbITusX GesonacHoCcTN B MH(bOpMaLlMOHHOVI CucTemMe, a Takke BO3MOXHOCTb NMpoCcMOTpa U aHanmaa
VIHd)OpMaU,VIVI 0 TaKunx CoObITUAX U pearmpoBaHmne Ha HUX.

8.6. Mepbl No aHTMBUPYCHOM 3alumMTe LOMKHbI obecneuvMBaTb OOHapyxeHue B MHAOPMALUOHHOM CUCTEME
KOMMbIOTEPHLIX NMporpamm NMbo MHOW KOMMLIOTEPHOW MHOPMAaLMKU, NpegHasHa4YeHHOM Ans HeCaHKLMOHUPOBAHHOMO
YHUMTOXEHUS, BNTOKMPOBaHUS, MoAMMKaLUK, KOMMPOBAHNUS KOMMbIOTEPHON MHOPMaLIMK U HEWTPanu3auum CpeacTs
3awwmThl MHpOpMauuK, a Takke pearmpoBaHe Ha OBHapy)XeHue 3aTUX NporpaMm 1 MHopmaLmu.

8.7. Mepbl N0 obHapyxeHuo (NpeaoTBpaLLEHMIO) BTOPXEHMI OOMKHbI obecnednBaTb ObHapyXeHne AencTBui B
WH(OPMALIMOHHON CUCTEME, HampaBfieHHbIX Ha HECAHKUMOHMPOBAHHBLIN A0CTYN K WHpopmaumn, cneuunanbHble
BO30ENCTBMSA Ha MHAOPMALMOHHYKO CUCTEMY WU (MNWN) MEepCcOoHarnbHble OaHHblE B LENsX A0ObIBaHWUSl, YHUYTOXEHUS,
NCKaXXeHUs1 1 BNOKMPOBaHNS JOCTYNa K NepcoHanbHbIM AaHHbIM, @ TaKKe pearMpoBaHMe Ha 3Tu OeNCTBUS.

8.8. Mepbl No KOHTpomno (aHanu3y) 3alMWeHHOCTU NepcoHarnbHbIX AaHHbIX AOMKHbI obecrnevmBaTb KOHTPOIb
YPOBHS 3aLUULLIEHHOCTU NEepPCoHarnbHbIX AaHHbIX, 06pabaTbiBaeMbiXx B UHOPMAaLMOHHOW cucTeme, nyTeM npoBeaeHus
cMCTEMaTUYECKUX MEPOMNpUATUA N0  aHanu3y 3awuWweHHOCTM WHEPOPMAaUMOHHON CUCTEMbl W TeCTUPOBaHMIO
paboTocnocobHOCTU CUCTEMBI 3aLUMThbl NEPCOHANbHbIX AaHHbIX.

8.9. Mepbl no obecneyeHuto LENOCTHOCTU MHAOPMAaLMOHHON CUCTEMbI W NEPCOHarnbHbIX AaHHbLIX AOMMKHbI
obecneunBaTtb 0OHapyxeHue hakToB HECAHKLMOHUPOBAHHOIO HapyLLEHWs LeNoCTHOCTU MH(POPMAaLMOHHON CUCTEMbI U
cofepXallnxcsl B HEN NepcoHarbHbIX AaHHBIX, @ TakkKe BO3MOXHOCTb BOCCTAHOBMNEHWUS MHAOPMALIMOHHON CUCTEMBI Y
cofepXaLLmnxcsl B HEN NepcoHarnbHbIX AaHHBIX.

8.10. Mepbl no obecneveHnto JOCTYNMHOCTU NEpPCOHanbHbIX AaHHbIX OOMMKHbI 0b6ecneynBaTb aBTOPM3OBAaHHbBIN
OOCTyn nornb3oBaTenen, UMetLLmMX npasa no A0CTyny, K NepcoHarbHbIM AaHHbIM, cogepxalummcs B MHOPOPMaLMOHHON
cMCTeMe, B LUTATHOM pexnme PyHKLMOHMPOBaHUS MHGOPMAaLIMOHHON CUCTEMBI.

8.11. Mepbl no 3awmTe cpeabl BUpTyanusauMu [OMMKHbI WCKMAYATb HECaHKUMOHWPOBAHHbLIA AOCTYN K
nepcoHanbHbIM AaHHbIM, ObpabaTbiBaeMbiM B BUPTyanbHOW WHQPacTpyKType, M K KOMMOHEHTam BUPTyarbHOW
WHPaCTPYKTYpbl 1 (M) BO3AENCTBME HA HUX, B TOM YMCHE K CPeACTBaM yrnpaBneHus BUpTyanbHON MHPaCTPYKTYPOH,
MOHWUTOPY BUPTYanbHbIX MalluH (rMNepBmn3opy), CUCTEME XPaHEHUS AaHHbIX (BKMOYas CUCTEMY XpaHeHusi obpasos
BMPTyanbHOM WHMPACTPYKTYpbl), CETM Mepefavnm [OaHHbIX Yepe3 3NeMEHTbl BUPTyanbHOW WM pr3nveckomn
WH(PACTPYKTYpPbl, FOCTEBbLIM OMEpPaUMOHHbIM CUCTEMAaM, BMPTyanbHbIM MawwuHam (KOHTEMHepaM), CUCTEME U CeTu
pennukaumm, TepMuHamnbHbIM W BUPTyalnbHbIM YCTPOWCTBaM, a TakkKe CUCTEME pEe3epPBHOTO KOMWPOBaHUSA W
co3gaBaeMbIM ero KonusMm.

8.12. Mepbl NO 3awWwmUTe TEXHUYECKUX CPEACTB [OMKHblI UCKNoYaTb HECaHKUMOHWPOBAHHLIA OOCTYM K
CTaUMOHapHbIM TeXHUYeCKMM cpedcTBamM, obpabaTbiBalOWUM NepcoHanbHble AaHHble, cpeacTBam, obecneynsaroLwym
(PYHKLUMOHMpPOBaHUE WHAOPMAaLMOHHON cucTembl (ganee - cpeactBa obecneyeHus OYHKUMOHMPOBAHWS), U B
NMoMeLLEeHUs, B KOTOPbIX OHU MOCTOSIHHO PAaCMONOXeHbl, 3alUTy TEXHUYECKUX CPeAcTB OT BHELUHUX BO3OAEeNCTBUN, a
Takke 3awWwmUTy nNepcoHarnbHbIX AaHHbIX, MNPEeACTaBMEHHbIX B BUAE WHMOPMATUBHBLIX 3JNEKTPUYECKMX CUTHaANoB U
dM3MYECKMX Nonen.

8.13. Mepbl no 3awuTe UHPOPMALMOHHOW CUCTEMbI, €e CPeAcTB, CUCTEM CBSI3W U nepefaydy AaHHbIX AOMKHbI
obecneunBaTb 3alUMTY NepPCoHanbHbIX AAHHbLIX NPY B3aUMOAENCTBUN MHAOPMALMOHHON CUCTEMbI UMK ee OTAENbHbIX
CErMEHTOB C WHbIMM  MH(OPMALMOHHBIMW CUCTEMaMU U UHOPMAaLMOHHO-TENEKOMMYHUKALMOHHLIMU  CETSMM
NMoCpPeACTBOM MPUMEHEHUST apXUTEKTYPbl MHPOPMaLIMOHHOW CUCTEMbI U MPOEKTHLIX PEeLUeHWIA, HanpaBneHHbIX Ha
oGecneyeHne 6e30NacHOCTM NepPCoHanbHbIX AaHHbIX.

8.14. Mepbl NO BbISBMEHUIO WMHUMOEHTOB W pearupoBaHUI0O Ha HWX AOMKHbI obecneuymBaTtb OOHapyxeHue,
naeHTudrKaumio, aHanus WHUMAEHTOB B MH(OPMAaUMOHHOW cucTeme, a Tawkke NPUHATUE Mep MO YCTPaHeHuo ”
npegynpexaeHnio MHLMOEHTOB.

8.15. Mepbl no ynpaBneHuo KoHUrypaumen MHPOPMALMOHHON CUCTEMbI U CUCTEMbI 3aLUUTbl MEPCOHANbHbIX
OaHHbIX OOMKHbI obecneynBaTtb ynpaBfieHUWE M3MEHEHUAMU KOHUrypaumm UHGOPMaLMOHHON CUCTEMbI U CUCTEMBI
3alNTbl MEepCoHarnbHbIX OAHHBLIX, aHanM3 MOTEHLMAaNbHOIro BO3AENCTBUS MiaHMPYyEMbIX M3MEHEHMI Ha obecneyeHune
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©esonacHocTu nepcoHanbHbIX AaHHbIX, @ TakKe AOKYMEHTUPOBAHME 3TUX N3MEHEHUN.

9. Bbl60p Mep no obecneyeHnto BesonacHocTH nepcoHarnbHbIX AaHHbIX, noanexawnux peann3auum B
MH(bOpMaLJ,MOHHOVI CUCTEME B paMKaX CUCTEMbI 3alUNTbl MEepPCOHAal1bHbIX AaHHbIX, BKIT1HO4aEeT:

onpegeneHne 6GasoBoro Habopa Mep no obecneyeHuto ©Ge30MACHOCTU MEpPCOHasnbHbLIX AaHHbIX AN
YCTaHOBJIEHHOIO YpPOBHA 3allULLEHHOCTU nepcCoHalbHbIX AaHHbIX B COOTBETCTBUU C 6a3oBbIMU Ha60paM|/| Mep no
obecneyeHnto 6e30NacHOCTM NEPCOHasbHbIX AaHHbIX, NPUBEOEHHLIMU B NPUNOXEHUM K HACTOSALLEMY LOKYMEHTY;

aganTauuio 6GasoBoro Habopa Mep no obecneyeHnto 6e30MaCHOCTM MEPCOHANbHBIX AaHHBIX C  Y4eToOM
CTPYKTYPHO-(PYHKUMOHAIbHbBIX ~ XapakTepUCTUK  UH(POPMALMOHHOM  CUCTEMbI, WHMOPMALMOHHBLIX  TEXHOMOTUN,
0COBeHHOCTEN (PYHKLMOHUPOBAHUS MHOPMALMOHHOW CUCTEMBbI (B TOM YMUCNE UCKIOYeHne 13 6a3osoro Habopa mep,
HenocpeaCTBEHHO CBA3aHHbIX C MHAPOPMALMOHHBIMU TEXHOMOMMSAMU, HE NCMONb3yeMbIMU B MHAPOPMaLIMOHHON cucTeme,
UNN CTPYKTYPHO-(PYHKLUNOHANBHLIMU XapakTepucTukaMm, He CBOMCTBEHHLIMU MHADOPMALIMOHHOW CUCTEME);

YTOYHEHMEe aganTupoBaHHOro 6aszoBoro Habopa Mep no obecneyeHnto 6e30MacHOCTN NEepPCOHanbHbLIX AAHHBLIX C
y4yeToOM He Bbl6paHHbIX paHee Mep, npuBeeHHbIX B MPUNOXEeHUN K HacToAweMy OOKYMEeHTY, B pe3ynbTate 4ero
onpegensaTcs Mepbl No obecneyeHnto 6€30MacHOCTU NepPCOHanbHbIX AaHHbLIX, HanpaBrieHHbIE Ha HEeWTpanuaauuio
BCEX aKTyasbHbIX yrpo3 6e30nacHOCTV NEPCOHanbHbIX AaHHbIX ANSl KOHKPETHOW NHAOPMALIMOHHOWM CUCTEMBI;

OOMNOSfIHEHME YTOYHEHHOro ajanTMpoBaHHOro ©Gas3oBoro Habopa Mep Mo obecneyeHnto ©6e30nacHOCTU
nepcoHalrnbHbIX OaHHbIX MepaMu, OGGCI‘IG‘-WIBaIOLLLI/IMI/I BbIMNOJIHEHUE Tpe6OBaHVIIZ K 3aluTte nepcoHalbHbIX OaHHbIX,
YCTaHOBMNEHHBbIMW MHBIMW HOPMaTMBHLIMW NPaBOBbLIMW akTamu B obnactu obecneyeHns 6e30nacHOCTM NepCcoHanbHbIX
OaHHbIX U 3aLLMTbl MHOpMaLMU.

10. [Npy HEBO3MOXXHOCTW TEXHUYECKOWN peanu3aunm OTAerNbHbIX BblbpaHHbIX Mep no obecneveHuto 6e3onacHoCTm
nepcoHanbHbIX AaHHbIX, @ Takke C y4eTOM 3KOHOMMWYECKOW Lienecoobpas3HoCTn Ha aTanax aganTtauum 6asosoro Habopa
Mep 1 (Mn1) yTOUYHEeHUs aganTvpoBaHHOro 6as3oBoro Habopa mep MoryT pa3pabaTbiBaTbCH MHble (KOMMEHCUpYHoLLME)
Mepbl, HanpaBMneHHble Ha HEMTpanNU3aumIo akTyanbHbIX Yrpo3 6€30NacHOCTM NepcoHanbHbIX AaHHbIX.

B atom cnyyae B xode pas3paboTkM CUCTEMbl 3alUMUTbl NEepPCOHarbHbIX AaHHbIX AOMKHO ObiTb NpoBeaeHOo
060CHOBaHVEe NPYMEHEHNS1 KOMMNEHCUPYOLWNX Mep Anst obecneyeHms 6e30nacHOCTU NepcoHarbHbIX A4aHHbIX.

11. B cny4ae onpegenexHvs B coOoTBETCTBUM C TpeboBaHMAMU K 3alUTe MepcoHasnbHbIX Npu nx obpaboTke B
MHGOPMALIMOHHBIX CUCTEMAX NepcoHarnbHbIX AaHHbIX, YTBEPXAEHHbIMM NocTaHoBneHneM lNpasutensctea Poccumnckom
®enepaummn ot 1 HoA6pa 2012 r. N 1119, B KayecTBe akTyanbHbIX Yrpo3 6e3onacHOCT! NepcoHarnbHbIX AaHHbIX 1-ro u
2-ro TMNOB AOMNOMNHUTENBHO K Mepam no obecneyeHnto 6e30nacHOCTU NePCOHanbHbIX OAHHbIX, YKa3aHHbIM B MyHKTE 8
HaCTOSALLLEro JOKYMEHTa, MOryT NPUMEHATLCS cneayoLlime mepbl:

nMpoBepka CUCTEMHOrO WU (UNW) NPWKNAZHOro MporpaMMHOro obecneyeHus, BKMHOYAs MPOrpaMMHbIA KOO, Ha
OTCYTCTBME HEAEeKNapupOBaHHbIX BO3MOXHOCTEN C WCMONb3OBaHWEM aBTOMATU3MPOBAHHLIX cpeacts u (unv) 6es
UCMOrb30BaHUS TaKOBbIX;

TecTtnpoBaHune I/IHCbOpMaLI,VIOHHOIZ CUCTEMbIl Ha NMPOHUKHOBEHUA;

NCNonb3oBaHWe B UH(MOPMALMOHHOW CUCTEME CUCTEMHOMO M (MnM) NPUKIagHoOro NporpaMmmHoro obecneveHus,
pa3paboTaHHOro ¢ UCMoNb30BaHWEM METOAOB 3aLLMLLEHHOrO NPOrpaMMUPOBaHUSI.

12. TexHunyeckune Mepbl 3alUMTbl NEPCOHarbHbLIX AaHHbIX Peanu3ylTcs MOCPeACTBOM MPUMEHEHUs CPeAcTB
3awwmTbl MHOPMaLMK, B TOM YnCrie NporpaMMHbIX (MporpaMMHO-annapaTHbIX) CpeacTB, B KOTOPbIX OHM peanu3oBaHbl,
nmeroLwmnx Heobxoammble OyHKUMM Be30NacHOCTU.

Mpn mncnonb3oBaHWM B MH(OPMALMOHHBIX CUCTEMax cepTUMuMpoBaHHbIX Mo TpeboBaHMAM 6Ge3onacHoCcTy
MHdOpMaUUK cpeacTB 3aluTbl UHOPMaLUN:

B I/IHCbOpMaLI,MOHHbIX cucrtemax 1 YpPOBHA 3alMLLEHHOCTU nepcCoHallbHbIX AOaHHbIX MPUMEHAKTCA CcpencTtea
3alunTbl I/IHd)OpMaLI,MVI He HWxXe 4 Knacca, a Takke cpencrtea BblYMCNUTENBHOW TEXHUKM HE HWXKe 5 Knacca;

B I/IHCbOpMaLI,I/IOHHbIX cuctemax 2 YpPOBHA 3alULLIEHHOCTU nepcoHalbHbIX AOaHHbIX MPUMEHAITCA cpencTtBa
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3aWmThl MHGOPMaLUUKN He HUXe 5 Knacca, a Takke cpeacTBa BblMUCIUTENbHON TEXHUKM HE HUXKe 5 Knacca,

B I/IHCbOpMaLI,MOHHbIX cuctemax 3 YPOBHA 3alMLLEHHOCTU nepcCoHalibHbIX AaHHbIX MPUMEHAKTCA cpencTtea
3aliunTbl I/IHd)OpMaLI,MVI He Hmxe 6 knacca, a Takke cpencrtea BbIYMCNUTENBHOW TEXHUKM HE HUXKe 5 Knacca;

B WMH(OPMALMOHHbIX CUCTEMAxX 4 YPOBHA 3aLUMLLEHHOCTU MNEPCOHamnbHbIX OAHHbIX MPUMEHSIIOTCS CcpeacTBa
3aWwuThl MHOPMaLMKN He HXKe 6 kracca, a Takke cpeacTBa BblYUCIIUTENBHOM TEXHUKN HE HDKe 6 Knacca.

Knaccbl 3awmTbl onpedensitoTca B COOTBETCTBMM C HOPMaTUBHBbIMW MPaBOBbIMW akTamu, W3AaHHbIMKA B
cooTtBeTcTBMM ¢ poanyHkToM 13.1 nyHkTa 8 lMonoxeHus o PepepanbHon criyxbe No TEXHUYECKOMY U 3KCMOPTHOMY
KOHTpPOIO, yTBEpXXAeHHOro Ykasom lNMpesngeHTta Poccuiickon @epepaumm ot 16 aBrycrta 2004 r. N 1085.

Mpy “cnonb3oBaHUM B UHGPOPMALIMOHHBIX CUCTEMAaX CPEACTB 3alUMTbl MHOPMaLUUK, CepTUULMPOBaHHLIX NO
TpeGoBaHuaM 6e3onacHOCT MHGOPMaLUWK, yKkasaHHble CPeAcTBa AOSKHbI OblTb CEPTU(MULMPOBaHbI HA COOTBETCTBUE
obs3aTenbHbIM TpeboBaHuAM no 6e30nacHOCTM MHOpMaLMK, YCTAHOBIIEHHBIM HOPMATVBHLIMU NMPABOBLIMU aKTaMu,
U TpeboBaHNAM, ykasaHHbIM B TEXHUYECKUX YCIOBUSX (3a4aHusX no 6e3onacHocTh).

CDyHKLI,l/II/I ©e3onacHocTu cpeanctes  3allnUThbl VIH(bOpMaLl,I/II/I OOIMKHbI  0becneynBaTb BbINOMHEHNE mMep no
obecneyeHnto 6e3onacHoOCTU nepcoHalribHbIX OaHHbIX, coAepKalKnXCcd B HAaCToAWweM OOKYMEHTe.

[ns obecneyeHns 1 n 2 ypoBHeN 3alULLEHHOCTU NEPCOHAanNbHLIX AaHHbIX, a Takke Ana obecneyeHns 3 ypOBHS
3alUMLLEHHOCTU NepCcoHarbHbIX AaHHbIX B UHOPMALMOHHBIX CUCTEMAX, OS89 KOTOPbIX K akTyarbHbIM OTHECEHbI Yrpo3bl
2-ro TMna, NPUMEHSITCA cepTUdMUMpoBaHHbIE CpeacTBa 3aWwmuTbl MHGOPMaLUMM, NporpaMMHoe obecrneyeHne KoTopbixX
MPOLLIIO NPOBEPKY HE HMXKE YeM MO 4 YPOBHIO KOHTPOMS OTCYTCTBUSA HEAEKNapUpPOBaHHbLIX BO3MOXHOCTEW.

(n. 12 B pea. Npukasza PCTIK Poccum o1 23.03.2017 N 49)

13. Mpu ncnonb3oBaHUN B MHPOPMALIMOHHBLIX CUCTEMAaX HOBbIX MH(POPMALMOHHBLIX TEXHOMOMMIN N BbISBNEHUM
JOMONHUTENbHbIX Yrpo3 6e30MacHOCTU NepcoHarnbHbIX AaHHBIX, AN KOTOPbIX He onpedeneHbl Mepbl obecneyeHnst nx
6e30MacHOCTM, AOMMKHblI paspabaTbiBaTbCA KOMMEHCUPYIOLLME Mepbl B COOTBETCTBUM C NyHKTOM 10 HacTosiwero
JOKyMeHTa.

MpunoxeHne

k CocTaBy 1 cogepxaHuio
OpraHM3auMOHHbIX U TEXHUYECKMX
Mep no obecneyeHmto 6e3onacHoCTy
nepcoHanbHbIX AaHHbIX NPU UX
00paboTke B MHpOPMALIMOHHbIX
CMCTEMaXxX NepPCOHarnbHbIX AaHHbIX

COCTAB 1 COOEPXAHNE
MEP MO OBECMEYEHUIO BE3OMNACHOCTU NEPCOHATBbHbBIX JAHHbIX,
HEOBXOOMMbIX OJTA OBECMNEYEHNA KAXKOOIO N3 YPOBHEN
SAWLMLLEHHOCTU NEPCOHANBHbLIX OAHHbIX

YcnoBHoe CopeprxaHve mep no obecneyveHuto 6ezonacHocTy YPOBHM 3aLUMLLEHHOCTU
0603HaveHune n NepCoHanbHbIX AaHHbIX NepCcoHanbHbIX AaHHbIX
HoMep Mepbl

4 3 2 1

|. oeHTudbmnkaums n ayteHTndMKaumnsa cyobekToB gocTtyna u oobektoB goctyna (MADP)
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[aTta coxpaHeHus: 19.04.2019

NAD.1

NoeHTndukauma w  ayteHTudukauma nonb3oBaTenen,
aBnsaowmnxca paboTHMKaMm onepaTopa

NAD.2

MoeHTudukauma m ayteHTudukaums yCTPOMUCTB, B TOM
yucre ctauMoHapHbIX, MOBUNBHBIX M NOPTATUBHbBIX

NAD.3

YHpaBneHMe VID,eHTVI(*)I/IKaTOpaMVI, B TOM 4Yucrne co3gaHue,
npucBOEHne, YyHNYTOXEeHne VI,EI,eHTI/I(bVIKaTOpOB

NAD.4

YnpaBneHue cpefcresamMu ayTeHTudumkauumn, B TOM Yucne
XpaHeHune, Bblgada, MWHUUManu3auusi, GroknpoBaHue
cpencTB ayTeHTUdMKAUUM U MPUHSATUE Mep B criyyae
yTpaThl n (vnn) KoMnpomeTaumm cpencTs
ayTeHTUdunKauum

NAD.5

3awmra obpaTHom CBA3N npu BBOE
ayTeHTUdUKaLMOHHON NHopMaLmm

NAD.6

MpoeHTndukaums n ayteHTudukaums nonb3oBaTtenen, He
angawwmxca  paboTHMkamnm  onepatopa  (BHELUHMX
nonb3oBaTenen)

. YnpaBneHvne gocTtynom cybbekToB gocTyna k obbektam goctyna (Y

yrg.1

YHpaBneHme (3aBe,1:|,eH|/|e, aKTnBauua, 6J'IOKI/IpOBaHI/Ie n
YHVIHTO)KeHVIe) Y4E€THbIMM 3anncammn nons3oBaTtenen, B
TOM YMCre BHELLHUX NONb30oBaTenemn

+

ynpa.2

Peanusaums Heob6xoouMbIX MeTOOOB (AMCKPELMOHHBIN,
MaHOaTHbIA, PoNeBor UMM UHOW MeTopn), TUMNOB (4TeHue,
3an1cb, BbLIMNONTHEHWE UMW MHOW  TUN) W MpaBun
pasrpaHuyeHuns goctyna

yrna.3

YnpasneHve (punbTpauus, mapLipyTusaums, KOHTPOIb
coeVHEeHUN, OAHOHanpaBfeHHas nepejada W UHble
crnocobbl  ynpaeneHnsl) WH(OPMAaLUMOHHBIMKA  MOTOKaMu
Mexay YCTpOWCTBaMu, CerMeHTamm WHMOPMaLMOHHON
CUCTEMBbI, @ TaKKe Mexay UHPOPMAaLNOHHBIMU CUCTEMaMU

yrpa.4

PasgeneHne nomHomoumn  (ponen) nonb3oBaTenen,
agMUHUCTPaTOPOB n nmu, obecneynBaroLLmX
dYHKUNOHNPOBaHUE NHPOPMAaLIMOHHON CUCTEMBI

yrna.5

HasHayeHve MWHMManNbHO  HeobXoaWMmbIX npaB U
npuBuUNerMi nonb3oBaTtensam, agMMHUCTpaTopam 1 nuuam,
obecne4ymBaoLmm PYHKLMOHNPOBaHNE
MHGOPMAaLMOHHOW CUCTEMBI

yrnpa.6

OrpaHnyeHne  HeycnewHbIX — MONbITOK  BXoAa
WMHMOPMALIMOHHYI0 cucTeMy (JocTyna K MHPOPMaLUMOHHO
cucrteme)

B
n

yna.7

MpenynpexaeHne nonb3oBaTens npu ero Bxoge B
WHPOPMALIMOHHYIO ~ CUCTeMy O  TOM, 41O B
WH(OPMALIMOHHON CUCTEME peanu3oBaHbl Mepbl MO
obecneyeHnio 6e30nNacHOCTU NepPcoHanbHbIX AaHHbLIX, U O
HeobXxoaMMocCTH cobntoaeHus YCTaHOBIEHHbIX

onepaTtopoM npasun 06paboTkn NepcoHanbHbIX AaHHbIX
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yrpa.8

OnoBellleHne Nonb3oBaTens Mocfe YCMEewHoro Bxoga B
MHOPMALIMOHHYIO CUCTEMY O €ro npegbiaylieMm Bxoge B
MHGOPMALIMOHHYIO CUCTEMY

yra.o

OrpaHuyeHure yncna napannesnbHbiX ceaHcoB AoCTyna Ans
Kaxxgon YYETHOM 3anucu nonb3oBaTtens
MHGOPMALMOHHOW CUCTEMBI

yrg.10

BnokupoBaHne ceaHca p[foctyna B  UH(OPMALMOHHYHO
CUCTEMY MOCre YCTaHOBIIEHHOINO BpeMeHW 6Ge3nencTBust
(HeakTMBHOCTW) Nosnb3oBaTenNsi UMK Mo ero 3anpocy

ynp.11

PaspelweHnne  (3anpeT) [OeNCTBMA  NONb3oBaTenewn,
paspeLleHHbIX 40 naeHTudukaumm n ayteHTudunkaumm

yrg.12

Mopoepxka W coxpaHeHuMe aTpubyToB 6e3onacHoOCTU
(meTok ©Ge3onacHoOCTH), CBA3aHHbIX C WMHGOPMaUMen B
npoLiecce ee xpaHeHust 1 06paboTkM

yrng.13

Peanusaumya  3aliMlLIEHHOro  ydaneHHoro  JocTyna
CyGbekToB JocTyna k obbekTam JocTyna Yyepe3 BHEelHWe
NH(OPMALIMOHHO-TENEKOMMYHUKALMOHHBIE CEeTU

yrg.14

PernameHTauMss M KOHTPOMNb  WCMOMNb30BaHWA B
MHCOPMAaLIMOHHON cUCTEMe TexHomnoruin GecnpoBoaHOro
JocTyna

yrng.15

PernameHtauus n KOHTPOIb MCNoJ1ib30BaHUA B
MH(bOpMaLLI/IOHHOVI cuctemMe MOOUNbHBLIX  TEXHUYECKMX
cpencTte

yNa.16

YnpaBsneHve B3auModencTBUEM C WHAPOPMALMOHHLIMU
cuctemamm CTOPOHHUX opraHu3aummn (BHELWHMEe
WHOPMALIMOHHBbIE CUCTEMBI)

yng.7z

Ob6ecneyeHne [OBEPEHHOMN 3arpysku CpeacTB
BbIYUCITUTENbHOW TEXHUKN

[ll. OrpaHuyeHue nporpammHon cpebl (ONC)

Oric.1

YnpaBneHue 3anyckom (obpalieHusMn) KOMMOHEHTOB
nporpamMmmMHoro 06ecnequM;|, B TOM 4Hucne onpenerneHve
3anyckaeMblX KOMMOHEHTOB, HaCTpoWka napameTpoB
3anycka  KOMMOHEHTOB,  KOHTPONb 3@  3aryckom
KOMMOHEHTOB NpOorpamMmMHoro obecneyeHus

oric.2

YnpaeneHve yCTaHOBKOW (MHCTannsuuen) KOMMOHEHTOB
nporpammHoro obecneyeHusl, B TOM 4ucre onpegeneHue
KOMMOHEHTOB,  MoANexalmMx YCTaHOBKe, HacTpoyka
napamMeTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPOMnb 3a
YCTaHOBKOW KOMMOHEHTOB NpOorpaMMHOro obecneveHns

onc.3

YcTaHoBKa (MHCTaJ'l.I'IﬂLI,I/IFl) TONMbKO pa3pelleHHoro K
MCNoJ1b30BaHUKO NMporpamMmmHoro obecneyeHns n (VIJ'II/I) ero
KOMIMOHEHTOB
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oric.4

YnpasneHue BpeMeHHbIMK parnamu, B TOM YMchne 3anper,
paspelleHne, nepeHanpasneHve 3anucu, yaaneHue
BpeMEHHbIX hannos

IV. 3awmTa MaLlLMHHBIX HOCUTENEN NEPCOHAanNbHbIX JaHHbIX

(3HW)

3HN.1

Y4yeT MalLMHHbIX HocuTenemn nepcoHarnbHbIX OaHHbIX

3HWN.2

YHpaBneHme OOCTynom K MaLWNHHBIM HOCUTENAM
nepcoHarbHbIX AAaHHbIX

3HW.3

KoHTponb  nmepeMelleHnst  MalWHHbIX ~ HOCUTenem
MepcoHanbHbIX [AaHHbIX 3a npedenbl KOHTPONMpyemon
30HbI

3HN.4

WcknioyeHne  BO3MOXHOCTM  HECaHKLMOHMPOBaHHOIO
O3HAKOMIIEHUS] C COAEepXaHWEM MepCOHarbHbIX AaHHbIX,
XPaHSALWMXCA Ha  MaWMWHHbIX  HOCUTEmsX, W  (Mnwn)
MCMOMb30BaHUS HOCUTENEN MepCcoHarnbHbIX OaHHbIX B
WHBIX MH(OPMALIMOHHbIX CUCTEMAX

3HWN.5

KoHTponb ncnonb3oBaHna uHTepdeiicoB BBoda (BbiBoAa)
MHOPMaLMM Ha MalUMHHbIE HOCUTENW MepPCOoHanbHbIX
AaHHbIX

3HWN.6

KoHTponb BBOAa (BblBOAA) WHOpMALMW Ha MalUUHHbIE
HOCUTENWN NePCOHarbHbIX aHHbIX

3HN.7

KoHTponb NoaKMI04YeHnS MaLLUUHHbIX HocuTenen
nepcoHanbHbIX AaHHbIX

3HW.8

YHUUTOXEHME (cTnpanmne) unu obesnnunBaHne
nepcoHarnbHbIX AAaHHbIX HA MaLWWHHbBIX HOCUTENAX NpU UX
nepegavye Mexgy Monb3oBaTensiMnu, B CTOPOHHME
opraHus3aumMmM Anst peMoHTa WM yTUnM3auumu, a Takke
KOHTPOSb YHUUTOXEHUS (CTUPAHUS) UK 06e3nnymMBaHns

V. Peructpaumsi cobbitun 6esonacHoctn (PCB)

PCB.1

OnpeneneHne cobbITMN  Ge30onacHOCTM, NoaneXalnx
perucTpauum, U CPOKOB UX XpaHeHUs!

PCB.2

OnpepeneHve cocTaBa W codepXaHus MHgopmauum o
cobGbITUsAX Ge30NacHOCTU, NOANEXaLLUX perncTpaumum

PCB.3

Cbop, 3anMcb M XpaHeHue wHdopMaumm O CcobbITUAX
6e30nacHOCTM B TeYEHWEe YCTAHOBIEHHOTO BPEMEHU
XpaHeHua

PCb.4

PearvpoBaHne Ha cbou npu peructpaumm cobbITUA
BesonacHoCTW, B TOM Yncne annapatHbie 1 NporpaMMHble
owmnbkn, cbonm B MexaHusmMax cbopa wHPopmMaumm u
OOCTVXeHWe npegena wnu nepenonHeHns obbema
(emkocTH) NaMATU
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PCB.5

MoHuTOpUHF (npocmoTp, aHanms) pesynbLTaTtoB
peructpaumm cobbiTnii 6€30NacHOCTM 1 pearnpoBaHve Ha
HUX

PCB.6

"eHepupoBaHue BPEMEHHbIX MEeTOK " (nnm)
CMHXPOHM3aUNS CUCTEMHOMO BPEMEHU B MHOPMALMOHHOM
cucreme

PCB.7

3awmTa nHpopmaumm o cobbiTax 6e3onacHOCTU

VI. AHTuBMpycHas 3awmTa (AB3)

AB3.1

Peanusaunsa aHTUBMPYCHOM 3aLUNTbI

AB3.2

O6HoBneHne 6asbl OaHHbIX MNPU3HAKOB BPEOOHOCHbIX
KOMMbIOTEPHbLIX NPorpaMm (BUpYcoB)

VII. O6HapyxeHne BTopxkeHun (COB)

COB.1

OOGHapyxeHne BTOPXEHWI

COB.2

O6HoBneHne 6a3bl pelaroLLmx npasun

VIII. KoHTponb (aHanu3) 3aluueHHOCTU NepcoHanbHbIX AaHH

bIX (AH3)

AHS.1

BbisiBneHve, aHanuns ya3BUMOCTEN UHAOPMAaLMOHHON
CUCTEMBI U orepaTUBHOE YCTPpaHEeHUe BHOBb BbISIBMEHHbIX
YS13BMOCTEN

AH3.2

KoHTponb  ycTaHoBKM  OGHOBMEHMIA  NPOrpamMMHOro
obecrneyeHns, BKkMYasd OOHOBMEHWE MPOrpamMMHOro
obecneyeHus cpeacTs 3awmnTbl MHOPMaLK

AH3.3

KoHTponb paboTocnocoGHOCTU, NapaMeTpoB HacCTPOWKM 1
NpaBuUbHOCTU hYHKLUMOHMPOBaHWS NporpaMMHOro
obecrneyeHuns 1 cpeacTs 3aluUTbl MHGOPMaLMK

AH3.4

KOHTpOJ'Ib COCTaBa TexXHUYeCKMX cpencrts, NMporpaMmmMHoOro
obecneyeHns u cpeacTsB 3allunTbl VIHd)OpMaU,I/IVI

AH3.5

KoHTponb npasBun reHepauMm W CMEeHbl napornen
nonb3oBaTenen, 3aBefeHns U yaaneHns y4eTHbIX 3anvcen
nonb3oBaTenen, peanusauuy nNpaBun  pasrpaHNyYeHus
aoctyna, MOSTHOMOYMNI nonb3oBaTenen B
WHGOPMAaLIMOHHON cncTeme

IX. OBecrieveHmne LIeNOCTHOCTU MHAPOPMALIMOHHOM CUCTEMBI U NEPCOHANbHbIX AaHHbLIX

(oun

OLY1.1

KoHTponb uenocTtHoCcTM nporpaMmHoro  obecneyeHus,
BKNtoYas nporpaMmHoe obecneveHve CpeacTs 3alluThbl
nHopmaumm

oLn.2

KoHTponb LLeNoCTHOCTH nepcoHarnbHbIX JaHHBbIX,
cogepXawmxca B 6asax [aHHbIX WHGOpPMaUMOHHON
CUCTEMDbI
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ouf.3

ObecneyeHne BO3MOXXHOCTU BOCCTaHOBIIEHUSA
nporpaMmHoro obecrnedeHusi, BKIOYas MNPOrpaMmMHoOe
obecrneyeHve cpeacts 3aluTbl  UHPOPMAaLMK, NpuU
BO3HWKHOBEHMM HELUTATHbIX CUTyaLuit

ouJ1.4

O6HapyxeHne ©n pearMpoBaHue Ha MOCTyNfeHMe B
WHOPMALIMOHHYO cuctemy He3anpalunBaembIX
3NEKTPOHHbIX COOOLLUEHUA (NUCEM, LOKYMEHTOB) M MHOW
MHOpMaLMM, He OTHOCALWNXCA K (YHKLMOHUPOBAHMWIO
WHOPMAaLIMOHHONM CUCTEMBI (3aLLMTa OT cnama)

oun.s

KoHTponb cogepxaHus uHdopmaumu, nepegasaemMon U3
WH(OPMALIMOHHON CUCTEMbI (KOHTENHEPHbIN, OCHOBAHHbIN
Ha cBOMCTBax OObekTa JocTyna, M (MNn) KOHTEHTHbIN,
OCHOBaHHbI Ha MOMCKe 3arnpeLlleHHOn K nepegade
WHOPMaLMKM C NCMONb30BaHMEM CUTHATYP, Macok U UHbIX
METOAOB), W WCKMOYEHMEe HenpaBoOMEPHON nepefayn
WHopmaLmn N3 MHPOPMaLNOHHOW CUCTEMDI

oL.6

OrpaHnyeHne  npaB  nomnb3oBaTenen no  Beoay
WHopmMaLnn B UHPOPMALIMOHHYIO CUCTEMY

oun.7

KOHTpOJ'Ib TOYHOCTWU, NOJIHOTblI U NPaBUITbHOCTU [OaHHbIX,
BBOAMMbBIX B I/IH(bOpMaLI,VIOHHyIO cncremy

ouf.8

KoHTponb oWMB0oYHbIX AEACTBUI Nonb3oBaTener No BBoAY
n  (Mnu) nepegadye  nepcoHaribHbIX  AaHHBIX U
npegynpexgeHne  nonb3oBatenen o6  owWMOO4YHbIX
JencTBusx

X. ObecneyeHne OCTYNHOCTM NepcoHanbHbIX AaHHbIX (OOT)

OAT.1

Mcnonb3oBaHue OTKa30yCTOl7I‘-IVIBbIX TEXHNYECKUX cpencrts

oArT.2

PesepBupoBaHMe TeXHUYECKUX CPencTB, NPOrpamMmHOro
obecneyeHus, kaHanoB nepegayn MHdopmauun, cpeacTs
obecneyeHnss  (PYHKUMOHMPOBaHWUS  UHGOPMALMOHHOM
CUCTEMBI

oArT.3

KoHTponb 6e30Tka3Horo (pyHKLMOHMPOBAHMSA TEXHUYECKMX
cpencts, oOHapyxeHne M noKanusauusi  OTKa3oB
PYHKLMOHNPOBAHUS, MPUHATME MEP MO BOCCTAHOBIIEHUIO
OTKa3aBLUMX CPEACTB U UX TECTUPOBaHWE

oAT.4

Mepuoanyeckoe pesepBHOE KOMUPOBaHWE MNepCOHanbHbIX
JaHHbIX Ha  pe3epBHble  MalUWHHble  HOCUTENM
NnepcoHarnbHbIX AaHHbIX

OAT.5

ObecneyeHne BO3MOXHOCTU BOCCTaHOBIEHUS
nepcoHanbHbIX  AaHHbIX C  PEe3epBHbIX  MaLUMHHbIX
HOocuTEeNnen nepcoHanbHbIX OaHHbIX (Pe3epBHbIX KOMWUA) B
TEeYeHNe yCTaHOBMNEHHOIO BPEMEHHOIO UHTEPBarna

XI. 3awmta cpeabl BupTyanusaumm (3CB)
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3CB.1

NaoeHTndukaumsa n ayteHTndmnkaumsa cybbektos goctyna u
00beKToB [oCTyna B BMPTyarnbHOW MHAPACTPyKType, B
TOM u4ucre aAMUHUCTPATOPOB YMpaBfeHUus CpeacTBamMu
BMpPTYyanusauuu

3CB.2

YnpaBneHue JOCTynom CyObeKToB JocTyna K obbekTtam
JocTtyna B BUPTyanbHOW MHAPACTPYKType, B TOM 4ucne
BHYTPU BMPTYyarnbHbIX MalluH

3CB.3

Peructpauns cobbitnii 6e3onacHOCTM B BUPTyarbHON
WHPaCTpyKType

3CB.4

Ynpaenenve (punbTpauus, MapLpyTu3auus, KOHTPOIb
CoeduHeHnsl, OJHOHamnpaBfeHHasd nepegadva) MnoTOKaMu
WHpopMaumm  Mexay  KOMMOHEeHTaMyn  BUPTYyarbHOW
WHPaCTPYKTYpbl, @ Takke MO NepuMMeTpy BUPTYyarbHON

NHPaCTPYKTYpbI

3CB.5

[loBepeHHas  3arpyska CepBepoB  BupTyanusauumu,
BUPTYansHON MaLUVHbI (koHTEenHepa), cepBepoB
ynpaBneHus BupTyanu3aumen

3CB.6

YnpaBneHve nepemMelleHneM  BUPTYyanbHbIX  MalluH
(koHTenHepoB) 1 0OpabaTbiBaEMbIX Ha HUX AaHHbIX

3CB.7

KoHTpOnb UenocTHOCTM BUPTYanbHON WMHGPACTPYKTYPbl U
ee KoHdurypaumn

3CB.8

Pe3epBHOE KOMMPOBaHWe [aHHbIX, Pe3epBUPOBaHue
TEXHUYECKUX CPEACTB, MNporpamMHOro  obecrneyeHus
BUPTYyanbHOW MHQPACTPYKTypbl, @ TakkKe KaHarioB CBSi3u
BHYTPW BUPTYanbHON MH(PACTPYKTYphI

3CB.9

Peanuszaumss n ynpaBneHve aHTUBMPYCHOW 3alUNTON B
BUPTYanbHON MHAPACTPYKType

3CB.10

Pa3bueHne BupTyanbHOW MHAPACTPYKTYpbl HA CErMEHTHI
(cermeHTMpOBaHME BUPTyanbHOW WHGPACTPYKTYpbl) ANS
obpaboTkn nepcoHanbHbIX OaHHbIX OTAENbHbBIM
nonb3oBaTeneM u (Unu) rpynnon nonb3oBaTenen

XIl. 3awwmTa TexHmnyeckmx cpencts (3TC)

3TC.1

Bawmrta uHdopmaumn, obpabaTbiBaeMO TEXHUYECKUMU
cpeacTsamu, OT €€ YTEeYKU MO TEXHUYECKMM KaHanam

3TC.2

OpraHusaums  KOHTPONMMPYEMOW 30Hbl, B npegenax
KOTOPOM  MOCTOSIHHO  pasMeLlalTcs  CTauuoHapHbie
TexXHu4eckne cpeactea, obpabaTtbiBatolime MHopMauuto,
MW cpeacTBa 3aWuTbl MHOpMauuW, a Takke CpeacTsa
obecneyveHunss PyHKLNOHMPOBaHUS

3TC.3

KoHTponb ¥ ynpaBneHve U3NMYECKMM OOCTYNOM K
TEXHUYECKUM cpencrteam, cpencteam 3alWmThI
WHopmaLuu, cpeacTeam obecneveHus
PYHKUMOHNPOBaHNA, a Takke B [MOMELWEeHna U
COOpPYXEHWUs, B KOTOPbIX OHW YCTaAHOBMEHbI, UCKNIOYatoLL e
HeCaHKUMOHNPOBAHHbIM hU3NYECKMIn AOCTYN K cpeacTBam
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obpaboTkn WHopmaumn, cpeacTesam 3aWnThl
WHopmaLmm " cpeacTesam obecneveHus
PYHKUNMOHNPOBAHNA  MH(OPMALIMOHHON  CUCTEMbI, B
MOMELLEHMS N COOPYXXEHWS], B KOTOPbIX OHW YCTAHOBIEHbI

3TC.4

PasmelleHne  ycTpouncTs BbIBOAA (oToBpaxeHns)
WHOPMaLMK, UCKNYaLee ee HeCaHKLMOHUPOBaHHbLIN
nNpocMoTp

3TC.5

3awmrta OT BHEWHMX BOo3gencteui  (BO3LENCTBUN
OKpy>KatoLLen cpeabl, HecTabunbHOCTU
3NEKTPOCHADXEHNs!,  KOHOWLUMOHWPOBAHMS U UHbIX
BHELUHUX haKTopOB)

XIll. 3awwmTta nHdOopMaLMOHHON CUCTEMBI, €€ CPEACTB,
CUCTEM CBA3M M Nepefaym gaHHbix (3UC)

31C.1

PasgeneHne B WHMOPMaAUMOHHON cCUCTEME CYHKUWUA MO
yNpaBneHnio  (aaAMUHUCTPUPOBAHUIO)  MHAOPMALMOHHOM
CMUCTEMON, ynpasneHuto (agMMHUCTPUPOBAHMWIO) CUCTEMOM
3alnTbl NepcoHanbHbIX AaHHbIX, PyHKUMA no obpaboTke
nepcoHarnbHbIX OaHHbIX " WHbIX YHKLMIA
MHGOPMALMOHHOW CUCTEMBI

3ncC.2

MpepoTBpaLleHne 3aePXKKM unu npepbiBaHus
BbIMOSIHEHNSI MPOLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLLECCOB C HU3KNM NPUOPUTETOM

31C.3

Ob6ecneyeHne 3awuTbl MEPCOHAmNbHbIX  AaHHbIX  OT
packpbITUs, MOAMdUKALMM U HaBA3bIBaHMS (BBOOA JTOXXHON
WHcpopmaumn) npu ee nepenade (NOAroTOBKE K nepenaye)
no KaHanam CcBSi3W, MMeELWMM BbIXOA 3a npedensbl
KOHTPONMPYEMOW 30HbI, B TOM u4ucrne 6ecnpoBOAHbIM
KaHanam cBs3u

3nc.4

ObecnevyeHne [OBEpEHHbIX KaHana, Maplipyta Mexay
agMUHUCTPATOPOM, MNonb3oBaTenieM W  cpeacTBamu
3awmThl  uHopmaumm  (dbyHKUMAMKM  BGe3onacHoCTU
CpeacTB 3aWnTbl MHOPMaLmn)

31C.5

3anpeT HeCaHKUMOHMPOBAHHON yOaneHHoOW akTusBauuu
BMaeokamep, MUKPOGOHOB U  UHbIX NepudepUnHbIX
YCTPOWCTB, KOTOpblE MOrYT aKTUBMPOBATLCSA yOANEHHO, U
onoBelleHne nonb3oBaTenen o0 akTMBaumM  TaKux
YCTPOUCTB

31C.6

Mepedgaya M KOHTPOMb  LENOCTHOCTM  aTpubyToB
GesonacHocTM (MeTok 6e30macHOCTM), CBSI3aHHbIX C
nepcoHanbHbIMU AaHHLIMK, NPU OBMeHe VMU C WHbIMU
NH(OPMALIMOHHBIMU CUCTEMaMMU

3nC.7

KoHTponb CaHKLMOHMPOBAHHOIO Z UCKIIoYeHVe
HECaHKLMOHNPOBAHHOTO  UCMOMNb30BaHUA  TEXHOMOTUN
MOGWNBHOrO Koaa, B TOM YMCIE perucTpaumsi cobbiTuid,
CBSI3a@HHbIX C WCMOSIb30BAHWEM TEXHOMOMMIA MOGUMBHOTO
koda, WX aHanuM3 U pearpoBaHuMe Ha HapylleHus,
CBSI3aHHbIE C WCMOMNb30BAHNEM TEXHOSOMMIN MOGUMBHOTO
kopa
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31C.8 KoHTponb CaHKLUNOHUPOBAHHOIO " NCKItoYeHNe
HECaHKUMOHMPOBAHHOIO  WCMONb30BaHUA  TEXHOMOIrMN
nepegayvm peynm, B TOM 4uUCre perucrpaumsi cobbiTui,
CBSA3aHHbIX C WUCMNONMb30BaHMEM TEXHONOMUI nepegayn
peuv, WX aHanuM3 W pearMpoBaHWe Ha HapylleHus,
CBSAI3aHHblE C MWCMOMb30BaHMEM TEXHOMOrMnm nepegayu
peun

3nC.9 KoHTponb CaHKLMOHNPOBaHHON " UCKItoyeHne
HeCaHKUMOHMPOBAHHON nepedayun BuaeouHdopmaumu, B
TOM 4ucrne perucrtpauuss cobbiTUA, CBsI3aHHbLIX C
nepenaven BMAEOUHOpMALNK, Ux  aHanu3 n
pearMpoBaHMe Ha HapyLleHWsi, CBA3aHHble C nepegaven
BuageonHdgopmaumm

3nC.10 MoaTteepxaeHue NPOUCXOXAEHUS NCTOYHMKA
WHcdopmaum1, nory4yaemon B MNpoLecce onpeneneHns
CETEBbIX afpeCOoB MO CETEBbLIM MMEHAM UINN ONpeaeneHnst
CETEBbLIX UMEH MO CETEBBIM agpecam

3nC.11 ObecrneyeHne NOAMUHHOCTUM  CETEBbLIX  COEOUHEHWUI + +
(ceaHcoB B3aMMOAENCTBUSA), B TOM YuUcne NS 3aliuTbl OT
NoAMEHbI CETEBbLIX YCTPONCTB U CEPBMCOB

3nc.12 McknoueHne BO3MOXHOCTU OTpuULAHUS NOnb3oBaTenem
dakta OTNpaBKM MNepCoHanbHbIX  AaHHbIX  ApYyromy
nonb3oBaTento

3nC.13 McknioyeHne BO3MOXHOCTU OTpUUAHUSA Mnosib3oBaTenemM
dakTa nony4vyeHus nepcoHarnbHbIX OaHHbIX OT ApYyroro
nonb3oBaTens

3nC.14 Mcnonb3oBaHMe YCTPOWCTB TEPMWMHArNIbHOIMO OOCTyna Ans
006paboTKM NepcoHanbHbIX AaHHbLIX

3nC.15 3awmTta apxuBHbIX annoB, MNapamMeTpoB HACTPOVKM + +
cpeacts  3awmTbl  MHOpPMaUMM U NPOrpamMMHOro
obecneyeHMss M UHbIX [OaHHbIX, He MOANeXallmXx
M3MeHeHM0o B npouecce 06paboTkn nepcoHarnbHbIX
OaHHbIX

3nC.16 BbisBrneHue, aHanua n 6nokMpoBaHne B MHOOPMaLMOHHON
CMCTEME CKpbITbIX KaHamoB Mepedayn wuHdopmaumn B
00xo4 peanu3oBaHHbIX Mep WM BHYTPU paspeLLeHHbIX
CeTeBbIX NMPOTOKOSOB

3nc.17 Pa3bueHne nHHOPMALMOHHON CUCTEMbI HA CErMeHTbl + +
(cermeHTMpOBaHNME  MHAOPMALMOHHOM  CUCTEMBI) MU
obecneyeHve 3aWmThI nepuMmeTpoB CErMeHTOoB
WHPOPMALMOHHOW CUCTEMBI

31nC.18 ObecnevyeHne 3arpy3km W WUCMOMHEHWUS NPOrpamMMHOrO
obecrneyeHMs C MaLUWHHBIX HOCUTENeW MepcoHarnbHbIX
OaHHbIX, OOCTYMHbIX TOMbKO AfS YTEHMS,, U KOHTPOIb
LeNOCTHOCTN JAaHHOIo NPorpaMMHOro obecneyeHns
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3nC.19 M3onduma npoueccoB  (BbINOMHEHWE nporpamMm) B
BbleneHHoN obnacTy namsTm

31C.20 3awmrta 0OecnpoBOOHbLIX COEAWHEHWN, TMPUMEHSIEMbIX B + +
WHOPMaLMOHHON CUCTEME

XIV. BbisiBNeHve MHLUMAOEHTOB U pearmpoBaHue Ha Hux (UHLL)

MHLU.1 OnpegeneHne nuuy, OTBETCTBEHHbIX 3@ BbISBIEHWE + +
WHUMOEHTOB U pearnpoBaHme Ha HUX

MHL.2 OO6HapyxeHue, naeHTndrkaums " pernctpaumsa + +
WHUMOEHTOB

MHU.3 CBoeBpeMeHHoe WHOPMUPOBAHME NUL, OTBETCTBEHHbLIX + +
3a BbISBIIEHWE MWHUWOEHTOB M pearMpoBaHWE Ha HUX, O
BO3HUKHOBEHUWN MHLMOEHTOB B MHOPMALIMOHHON cucTemMe
nonb3oBaTensiM1m U agMnHMcTpaTopamu

MHLU .4 AHanu3 uvHUMOEHTOB, B TOM u4ucne onpegeneHune + +
WUCTOYHWKOB W MPUYUH BO3HMKHOBEHWS WHUWMAEHTOB, a
Takke OLEeHKa NX NOCNeaCcTBUM

MHLU.5 MpuHATHE Mep NO yCTpaHeHWo NoCNeACTBUN NHLMOEHTOB + +

VHLL.6 lMnaHupoBaHWe W NpPUHATME Mep MO NpPeaoTBpaLLEHMIO + +
NMOBTOPHOIO BO3HMKHOBEHMWS MHLUMOEHTOB

XV. YnpaBneHue koHpurypaumen MHopMaLnoHHOM CUCTEMBI 1 CUCTEMBI 3aLLMTbl MEPCOHAamNbHbIX AaHHbIX

(YK®)

YK®.1

OnpegeneHne nuvu, KOTOpPbIM paspelleHbl AeACTBUS Mo
BHECEHMIO U3MEHEHUIN B KOHUIypaLmnio MHEOPMaLMOHHON
CUCTEMbI Y CUCTEMbI 3aLLUMUTLI MEPCOHANbHbLIX AaHHbIX

YK®.2

YnpasneHue N3MEHEHNSMHU KOHpurypaumm
WH(POPMALMOHHOMN  CUCTEMBI WU CUCTEMbl  3aALLMUTHI
nepcoHanbHbIX AaHHbIX

YK®.3

AHanu3 noOTeHUManbHOro BO3OENCTBUSA MMaHUPyeEMbIX
NM3MEHEHNN B KOHpurypaumm MHGOPMaLMOHHON CUCTEMDI
W CUCTEeMbl 3aWWTbl NEpPCOHanbHbIX AaHHbIX Ha
obecneyeHve  3alWMTbl  MNEpPCOHanbHbIX  OAHHbIX U
cornacoBaHue NU3MeHeHN B KOHGUrypauuu
WH(OPMALIMOHHOW CUCTEMbI C  AOMMKHOCTHBIM  JIMLOM
(paboTHuKoMm), OTBETCTBEHHbLIM 3a obecneyeHve
BesonacHOCTV NepcoHarnbHbIX aHHbIX

YKo .4

[okymeHTupoBaHue WHpopmaunm (AaHHBIX) 06
N3MEHEHUSIX B KOHGUrypaumm nHOpPMaLMOHHON CUCTEMBI
N CUCTEMbI 3aLLMTbl NEPCOHASNBHbIX AaHHbIX

"+" - Mepa no obecrneyeHnto Ge3onacHOCTV MepCcoHanbHbIX AaHHbIX BKIOYeHa B 6a3oBbli Habop Mep Anst
COOTBETCTBYHOLLENO YPOBHS 3aLLMULLEHHOCTM NEPCOHAarbHbIX AaHHbIX.

Mepbl no o6ecneyeHmio 6€30NacHOCTM NepCcoHarnbHbIX AaHHbIX, HE 0603HAYEHHbIE 3HAKOM "+", MPUMEHSIIOTCA NpK
aganTtaumm G6asoBoro HaGopa Mep M YTOYHEHWM adanTMpoBaHHOro GasoBoro HaGopa Mep, a Takke npu paspaboTke
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KOMMEHCUPYIOLLMX Mep no obecnevyeHunto 6e30nacHOCTU NepPCoHarbHbIX AaHHbIX.

KoHcynbTaHnTtlnoc www.consultant.ru Crpanuua 16 u3 16

HafeXHasa npaBoBan noaAepXxkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

	Приказ
	Состав и содержание организационных и технических мер по обеспечению безопасности персональных данных при их обработке в информационных системах персональных данных
	I. Общие положения
	II. Состав и содержание мер по обеспечению безопасности персональных данных
	Приложение. Состав и содержание мер по обеспечению безопасности персональных данных, необходимых для обеспечения каждого из уровней защищенности персональных данных
	I. Идентификация и аутентификация субъектов доступа и объектов доступа (ИАФ)
	II. Управление доступом субъектов доступа к объектам доступа (УПД)
	III. Ограничение программной среды (ОПС)
	IV. Защита машинных носителей персональных данных (ЗНИ)
	V. Регистрация событий безопасности (РСБ)
	VI. Антивирусная защита (АВЗ)
	VII. Обнаружение вторжений (СОВ)
	VIII. Контроль (анализ) защищенности персональных данных (АНЗ)
	IX. Обеспечение целостности информационной системы и персональных данных (ОЦЛ)
	X. Обеспечение доступности персональных данных (ОДТ)
	XI. Защита среды виртуализации (ЗСВ)
	XII. Защита технических средств (ЗТС)
	XIII. Защита информационной системы, ее средств, систем связи и передачи данных (3ИС)
	XIV. Выявление инцидентов и реагирование на них (ИНЦ)
	XV. Управление конфигурацией информационной системы и системы защиты персональных данных (УКФ)



